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What is CSOS?

CSOS is an electronic Controlled Substance Ordering 
System for the purchase and receipt of Schedule I-II 
CS. It is the electronic version of the paper DEA Form 
222. 

Many distributors are transitioning away from Paper 
DEA Form 222s due to the risks associated with paper 

recordkeeping. 



News from McKesson and Patterson

At the end of February, Emory received a notification from McKesson that they will 
no longer be accepting paper DEA Form 222s effective March 31, 2025.   

ORIC worked with McKesson to get Researchers who were not set up on their CSOS 
platform transitioned over to the electronic ordering system. Those Researchers who 
initiated the process to use CSOS were put on the exception list which allows them to 
use paper 222's until August 2025 or until they acquire their CSOS certificates.

In March, we learned that Patterson Veterinary is also transitioning to CSOS. 
However, they have no plans to discontinue the use of paper DEA Form 222s at this 
time. 



Regulatory Requirements 

21 CFR 1311.01-1311.305 are the regulatory requirements that set up the guidelines for 
ordering and receiving controlled substances through an electronic system. Many of the 
requirements for electronic orders are the same as paper 222 orders, except for the 
following:
1) Obtaining a Digital CSOS Certificate and Private Key (PKI) number that is unique to each user. 
2) Assigning a principal coordinator for digital orders
3) Requirements for granting/revoking POA (must return to CSOS portal to revoke immediately)
4) Security requirements for the Private Key 
5) Receiving orders (return to McKesson Supply Manager to receive items)

Manual Microsoft Word - CSOS-CertificatePolicy.docx

https://www.ecfr.gov/current/title-21/chapter-II/part-1311
https://deadiversion.usdoj.gov/drugreg/csos/docs/CSOS-CertificatePolicy.pdf


DEA CSOS Modernization Updates

In January 2025, DEA has modernized CSOS and offered a 1.5 hour webinar on the topic. 

Use this link to watch the video. DEA Diversion Control Division's Controlled Substance 
Ordering System (CSOS) Enrollment Process 2025

Important Time Stamps:
• New User CSOS Portal Account Setup @ 29.21

• Applying for CSOS certificate "Create Request" @ 45.27

• Registrant registration @ 46.44

• Application Status Check @57.00 

• Status Approved @ 58.38

• Principal Coordinator (PC) sign up@ 1.01.01

• Registrant approves PC @ 1.12.29

• Revocation @ 1.18.04

• Renewals @ 1.22.25

https://www.youtube.com/watch?v=iekAyTfhf-8
https://www.youtube.com/watch?v=iekAyTfhf-8


New CSOS Users – Creating a CSOS Portal

All New users must complete the following steps to create their own CSOS portal
1) Use this link to create a CSOS account  Controlled Substance Ordering System (CSOS) (Not Mac 

Compatible). 

2) Click on Sign Up. You will be redirected to login.gov to create an account/password.
3) Once a login.gov account is created and identification is verified, Login.gov will redirect you back to 

the CSOS portal and an email will be sent to the user’s email address to activate the account.
4) Open email which was sent from "Okta" to activate using the link and create a CSOS portal password. 

(check junk mail), enter relevant DEA info.

5) Click on Create my account
6) Set up multi-factor authentication step
7) Open CSOS portal. Registrant profile information will be available to review.

https://deaecom.gov/csos2


Requesting a CSOS Certificate

Instructions are available in the CSOS Portal webpages.

1) In the Registrant's CSOS Portal click on "Create a Request" and add the DEA Registrant information first, 
including uploading the DEA License. Sign Registration Attestation, CSOS Registration, CSOS Subscriber 
Agreement and CSOS Privacy Policy. It is required to download the agreements and save them in the 
DEA Ready Binder. 

2) The Registrant must "Create a Request" to assign a Principal Coordinator (PC). This is the person who will  
serve as that Registrant's point of contact regarding issues pertaining to issuance of, revocation of, and 
changes to digital certificates issued under that registrant's DEA registration. ORIC recommends the PC is 
the Registrant.

3) Alternatively, Emory staff can request to be a PC under a specific DEA # in their CSOS portal. The PC must 
download the agreement and save their agreements in the DEA Ready Binder. In this case, the Registrant 
must approve the PC and verify the PC has a power of attorney (POA) on file (link to POA). All users 
other than the Registrant must have a POA with electronic ordering authority on file in the DEA Ready 
Binder. 

4) The PC or Registrant can “Create a Request” and assign POA users who can place orders on the 
Registrant's behalf. They must have POA on file. CSOS Password sharing is forbidden so make sure each 
user has their own account and password.

https://rcra.emory.edu/_includes/documents/sections/oric/form10_deapa.pdf


Activating the CSOS Certificate

1) Once your CSOS Certificate is ready to be downloaded (2-4 weeks) you will receive an 
email activation notice with an access code. This access code may not be shared with 
anyone! This is the CSOS users private key (PKI)

2) Simultaneously, the DEA will mail an access code password on a postcard with instructions 
on how to download the certificate. Save all postcards in the DEA Ready Binder.

3) Use the computer you will use to place/receive orders to activate the CSOS certificate 
(Firefox browser recommended). Download the certificate and save the file name as the 
DEA NUMBER in a folder labeled CSOS certificates.   

4) All users must renew CSOS Certificates annually (Notices sent via email 45 days prior to 
DEA expiration date). The PC can renew all CSOS certificates. A new application must be 
submitted after the third renewal.



CSOS Security

1) Only the certificate holder may access or use their digital certificate and 
private key.

2) Do not create backups of the PKI.
3) Any unauthorized use of the PKI must be reported to DEA Diversion e-

commerce support at:
oPhone: 1-877-DEA-ECOM (1-877-332-3266) toll free
o E-mail: Click here for Web form

4) Any CSOS user who is no longer employed under the Registrant must 
revoke their own CSOS certificate or the PC/Registrant may revoke the 
certificate in the CSOS portal. Paper POA must be revoked 
simultaneously.

5) If you need to move the DEA Certificates onto a new computer, contact 
ORIC@emory.edu

https://www.deaecom.gov/cda-docs/help.asp


Sending CSOS Certificate to Vendors

Once the CSOS Certificate is obtained, each vendor will require the 
Registrant and each user to upload their certificate in their CSOS platform 
under their account profile. 

McKesson will request that you upload all documents in the Cert Store in 
Supply Manager. You must have your own account to login into.  Contact 
Michael Cecelia @michael.cecelia@mckesson.com or ORIC@emory.edu for 
specific instructions.

Patterson will require you to have an account and upload your certificate. 
When you get your certificate, contact PVSExpress222@Pattersonvet.com 
and ask them to be added as a Trading Partner.  

mailto:PVSExpress222@Pattersonvet.com




Only uploading one certification, type in 
the DEA # and select the certificate file 
which was saved as the DEA #. Click Next

If uploading multiple certifications, all certificates 
must be in a zip file and have the same password 
that was used when you exported the certificates 
from the DEA website. 



Password and security answers

• The first time you set up your certificate store, 
you will be prompted to enter a password to be 
used each time you access the certificate store. 
There’s also a security question to be used in 
case you need to recover your password 

• Enter a strong password and confirm the 
password

• Enter a security question that you will 
remember the answer to 

• Enter the security answer
• Click “Finish”





Overall Process for Placing CSOS Orders 

Each Vendor has their own CSOS ordering platform and should be followed 
accordingly. Overall process:
1) Create PO in Emory Express. McKesson - create in punchout with 

personal “ship to” account number in checkout field. Others create 
non-catalog item PO.

2) Use the Vendor’s CSOS platform to enter/authorize the CI-II order using 
CSOS. (McKesson will send link to CSOS platform)

3) Order ships from vendor
4) Receive and verify inventory accuracy
5) Any staff member can enter Vendor’s CSOS platform to receive items 

on the day the CS is received.
6) Print and file each e222 form. 

 



McKesson CSOS Ordering Process

1) Use McKesson punchout in Emory Express to create CS order as usual.
2) Within 30-40 minutes, McKesson will send an email to the registered 

CSOS user who completed the order. The email will look like this. The 
order will be tied to the User’s ship to address. 











0

1



Print e222 and file

1             03/25/25      1                03/26/25
     2             03/25/25      1                03/26/25



Covetrus/Patterson Process

1) Submit non-catalog item order requisition in Emory Express.
2) Wait to get email that states a PO Number was assigned.
3) Use the vendor’s CSOS web platform to “order” your CS. 



To create a new order, click “Create, Send and Manage e222 Forms”



Click “Create 
New Order” 
button



Select desired 
products, after 
making 
product 
selection, click 
“Save Form 
and Continue” 
at the bottom 
of the page.



Must provide PO number
 
and contact information.

 Click “Sign Order Now” 



Enter Certificate Store 
Password (set up during 
digital e222 process, 
passwords may vary 
between Admin and 
User accounts) and click 
“Sign”



Users with e222 access can review in-process orders under the “Sent Orders” tab. Users 
can view past orders under the “Archived Orders” tab.  Click on the CSOS ID to review the 
order and to confirm receipt.



Completed or Cancelled Orders



Open Orders without Digital Signature



Receiving Items
After orders are signed and sent, the vendor will upload a partially completed CSOS certificate including the 
date of shipment. When the DEA license holder receives the shipment, they can click the “Receiving” button to 
acknowledge receipt of the order.



The DEA License holder or 
proxy must fill in receipt date 
and confirm quantity of each 
product received. Once 
complete, click “Commit 
pending changes” button. 
This marks the order as 
complete and allows the user 
to generate a complete PDF 
of the 222 transaction that 
can be printed and stored in 
paper records if applicable



Completed e222



Thank you for your time. 

Please contact ORIC@emory.edu for any questions
about CSOS. 

Questions?

mailto:ORIC@emory.edu
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