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Data Use Agreements



• Data Use Agreement (DUA)—also referred to as data sharing 
agreements or data use licenses or data transfer agreements—are 
documents that describe what data are being shared, for what 
purpose, for how long, and any access restrictions or security 
protocols that must be followed by the recipient of the data.

Why is a DUA needed?

• Human subject data protected by law or policy (Ex: Health 
Insurance Portability and Accountability Act (HIPAA) , Common Rule 
or Family Educational Rights and Privacy Act (FERPA)

• Provider institution policies
• Contractual Restrictions
• Proprietary data



The required elements of a Data Use Agreement under HIPAA are also applicable to 
DUAs for other types of data and include (but are not limited to) the following:

1. Establish the permitted uses and disclosures of the data by the recipient;

2. Establish who is permitted to use or receive the data;

3. Provide that the data recipient will:

a. Not use or disclose data other than as permitted;

b. Use appropriate safeguards to prevent use or disclosure of the data;

c. Report to the entity providing the data any use or disclosure not 
permitted by the agreement

d. Ensure that any agents of the data recipient agree to the same 
restrictions and conditions as the data recipient; and

e. Not identify the information or contact any individuals.

If the dataset includes sensitive health information such as HIV/AIDS, STDs, mental 
health and/or substance abuse, as this information is subject to additional federal 
and state legal requirements.

Requirements for a Data Use Agreement



DUA management at OTT (https://www.ott.emory.edu/resources/forms.html)

*Bi-lateral Data Use Agreements: Submit the agreement to ott-mta@emory.edu.

*The transfer of data for a pending grant/contract that is in the process of being executed, send to osp-
contracts@listserv.cc.emory.edu

mailto:ott-mta@emory.edu
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Classification of Data

• Protected Health Information (HIPAA)

• Protected Health Information is identifiable information about an 
individual’s past, present or future physical or mental health condition, 
health care, or payment for health care that is created by a Covered 
Entity. *

* Covered Entity is a health plan, health care provider, or health care 
clearinghouse that transmits any health information in electronic form in 
connection with a transaction covered under HIPAA regulations. Such a 
transaction is one that involves transmitting identifiable health information in 
electronic format in connection with billing an insurance company or 
government benefits program (e.g., Medicare) for health care treatment.

Emory University is a “Hybrid Covered Entity”...some of its units are subject to 
HIPAA regulations and others are not.   Those units that are subject to HIPAA are 
called “Covered Components” [Emory School of Medicine, Emory Autism Center, 
Emory University Student Health Service]

Note: Emory Healthcare is a separate covered entity 



Classification of Data (Cont)

• Limited Data Set (HIPAA)

“A limited data set is protected health information that excludes the following direct 
identifiers of the individual or of relatives, employers, or household members of the 
individual: 

1. Names
2. Postal address information (but not city/town, state and zip code)
3. Telephone numbers
4. Fax numbers
5. Email addresses
6. Social security numbers
7. Medical record numbers
8. Health plan beneficiary numbers
9. Account Numbers 
10. Certificate/license numbers
11. Vehicle identifiers and serial numbers
12. Device identifiers and serial numbers
13. URLs
14. IP addresses
15. Biometric identifiers, including finger and voice prints
16. Full face photographic images and any comparable images”



Classification of Data (Cont)

• Fully De-identified Data Set (HIPAA)

• In order to qualify as fully de-identified, all of the 18 identifiers that could 

be used to identify the individual or the individual's relatives, employers, or 

household members must be removed and also there must have been no 

actual knowledge that the remaining information could be used alone or 

in combination with other information to identify the individual who is the 

subject of the information)

• The following link provides guidance regarding methods for de-identification: 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De-
identification/guidance.html#standard

http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De-identification/guidance.html#standard


Classification of Data (Cont)

• Identifiable Health Information (Subjected to Emory Policy)

“…any information pertaining to the health of an individual that is identifiable, and 
is accessed, retained, used, or disclosed in any form or medium by or on 
behalf of the Institution.  Identifiable Health Information does not include 
information subject to the Health Insurance Portability and Accountability Act 
(HIPAA) or Family Educational Rights and Privacy Act (FERPA).

(Emory University Identifiable Health Information Policy, 
https://emory.ellucid.com/documents/view/19778 )

https://emory.ellucid.com/documents/view/19778
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The EU GDPR and other International Privacy Laws

• HIPAA is irrelevant to international privacy laws.

• They apply to personal data transferred FROM the European Union 
(or the United Kingdom, or other country or economic area).

• They impose requirements on organizations located in those 
countries to ensure that the data they transfer to the United States is 
protected according to EU laws.


