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• New Requirements  for Securing NIH 
Controlled- Access Genomic Data

• Use of Visual Compliance to 
conduct Restricted Party Screening



NIH Genomic Data Sharing (GDS) policy
• Effective January 25, 2025, researchers  

working with controlled-acces s  genomic  
data  from NIH repositories  must comply 
with updated data management and storage 
requirements.

• “Approved Users” of NIH controlled-access 
data will a ttes t ins titutional sys tems  us ed 
to acces s  or s tore  covered data are 
compliant with NIST SP 800-171

• Attestation may be part of NIH data use 
agreements



NIH Genomic Data Sharing (GDS) policy
• Third Party Systems: “Approved 

Users” choosing a third-party IT 
system and/or Cloud Service Provider 
(CSP) for data analysis  and/or storage 
will provide NIH with an a ttes ta tion 
a ffirming that the  third-party 
sys tem is  compliant with NIST SP 
800-171

• Applies to new or renewed genomic 
data use agreements



NIH Genomic Data Sharing (GDS) policy
• Scope: 20 NIH controlled-access data 

repositories  
(https://sharing.nih.gov/accessing-
data/NIH-security-best-practices)  

• If your repository is  not currently listed, the 
new requirements are not applicable.

• Costs  of using a secure environment should 
be an allowable cost and part of a proposal 
budget when known at the proposal stage. 
Work with RCRA, Emory Digital, and OSP to 
ensure these data management costs  are 
included as necessary for the project.

https://sharing.nih.gov/accessing-data/NIH-security-best-practices
https://sharing.nih.gov/accessing-data/NIH-security-best-practices


Restricted or Prohibited Parties
• In general, the term refers to individuals and entities

• Excluded from receiving federal contracts, certain 
subcontracts, and certain types of federal financial 
and non-financial assistance and benefits. 

• Against whom certain restrictions, or prohibitions 
are applied by the U.S. federal agencies, international 
organizations, or foreign governments.

• U.S. federal gov lists are maintained by different agencies 
and are publicly available.   



Restricted or Prohibited Parties’ Screening
• Due diligence process to determine 

whether any parties involved in a 
transaction are listed on watch lists 
maintained by multiple U.S. 
government and international 
agencies.

• Ensures that we are not doing 
business with a party of concern.

• Conducted by different 
offices/business units across Emory    



Emory Departments/Offices 
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Over 80 Active Users  



Restricted or Prohibited Parties’ Screening 

• Emory uses Descartes 
Visual Compliance

• Consolidates over 80 
lists 

• Contact Export Control 
Office for help with 

• Access to Visual 
Compliance 

• Evaluating 
screening results

• Training in use of 
software  
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