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NIH Genomic Data Sharing (GDS) policy

* Effective January 25, 2025, researchers
working with controlled-access genomic
data from NIH repositories must comply
with updated data management and storage
requirements.

* “Approved Users” of NIH controlled-access
data will attest institutional systems used

toaccess orstore covered data are
compliant with NISTSP 800-171

 Attestation maybe part of NIH data use
agreements
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NIH Security Best Practices for Users of Controlled-Access Data

Updated July 25, 2024

Purpose

This document establishes National Institutes of Health’s (NIH) standards for users protecting and
maintaining security of controlled-access data obtained from NIH controlled-access data repositories in
their institutional IT systems and third-party computing infrastructures. This is intended to ensure NIH
controlled-access data are kept secure by users and institutional IT systems and third-party computing
infrastructures.

Security Standard

All users in possession of NIH controlled-access data must protect this data in accordance with National
Institute of Standards and Technology (NIST) SP 800-171 “Protecting Controlled Unclassified Information
in Nonfederal Infarmationmsystems and Organizations”.® Additional security standards are provided
below based on workspace location for the data analysis. Non-U.5. users of controlled access data that
are unable to align to the NIST 5P 800-171 are permitted to use the ISO/IEC 27001%/27002% “Information
security, cybersecurity and privacy protection — Information security management systems —
Requirements” and “Information security, cybersecurity and privacy protection — Information security
controls” as a comparable standard.

Security Standard for Users and Institutional IT Systems

The users of NIH controlled-access data, and their institutions, are ultimately responsible for maintaining
the confidentiality, integrity, and availability of data to which it is entrusted by the NIH. To provide NIH
with reasonable assurances, all users must attest their institution is compliant with the NIST 5P 800-171.
The process for submitting an attestation will vary by repository or access system and may be through
agreements or when requesting access to controlled-access data. Non-U.S. users that are unable to
attest to the NIST 5P 800-171 may attest to the equivalent ISO/IEC 270012/27002° standard.

Security Standard for Users of Third-party IT Systems or Cloud Service Providers




NIH Genomic Data Sharing (GDS) policy

* Third Party Systems: “Approved
Users” choosing a third-party IT
system and/or Cloud Service Provider
(CSP) for data analysis and/or storage
will provide NIH with an attestation
affirming that the third-party
system 1s compliant with NISTSP

800-171

* Applies to new or renewed genomic
data use agreements
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This document establishes National Institutes of Health’s (NIH) standards for users protecting and
maintaining security of controlled-access data obtained from NIH controlled-access data repositories in
their institutional IT systems and third-party computing infrastructures. This is intended to ensure NIH
controlled-access data are kept secure by users and institutional IT systems and third-party computing
infrastructures.
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are unable to align to the NIST 5P 800-171 are permitted to use the ISO/IEC 27001%/27002% “Information
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Security Standard for Users and Institutional IT Systems

The users of NIH controlled-access data, and their institutions, are ultimately responsible for maintaining
the confidentiality, integrity, and availability of data to which it is entrusted by the NIH. To provide NIH
with reasonable assurances, all users must attest their institution is compliant with the NIST 5P 800-171.
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agreements or when requesting access to controlled-access data. Non-U.S. users that are unable to
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Security Standard for Users of Third-party IT Systems or Cloud Service Providers
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Controlled-access repositories implementing NIH Security Best Practices

* Scope: 20 NIH controlled-access data

repositories
(https://sharing.nih.gov/accessing-
data/NIH-security-best-practices)

If your repositoryis not currently listed, the
new requirements are not applicable.

Costs ofusinga secure environment should
be an allowable cost and part ofa proposal
budget when known at the proposal stage.
Work with RCRA, Emory Digital, and OSP to
ensure these data management costs are
included as necessaryforthe project.
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Repository

Database of Genotypes and Phenotypes (dbGaP)

BioData Catalyst

The NHGRI Genomic Data Science Analysis, Visualization, and Informatics Lab-
Space (AnVIL)

National Cancer Institute (NCI} Genomic Data Commons

Cancer Data Service (CDS)-Trusted Partner

Kids First Data Resource

INvestigation of Co-occurring conditions across the Lifespan to Understand Down
syndromE (INCLUDE) Data Hub

Restricted Portion of Sequence Read Archive (SRA)

National Institute of Mental Health Data Archive (NDA)

NDA: National Institute on Alcohol Abuse and Alcoholism Data Archive
(NIAAADA)

Access System

dbGaP Access System

dbGaP Access System

dbGaP Access System

dbGaP Access System

dbGaP Access System

dbGaP Access System

dbGaP Access System

dbGaP Access System

NDA Access System

NDA Access System

URL

https:/Aww.nebi.nlm.nih.gov/gap/

https://biodatacatalyst.nhlbi.nih.gov/

https:/fanvilproject.org/

https://gdc.cancer.gov/

https://dataservice.datacommons.cancer.gov/#/home

https://kidsfirstdrc.org/resources/

https:/fportal.includedcc.org/login?redirect_path=/dashboard

https:/Aww.ncbi.nlm.nih.gov/sra

https:/nda.nih.gov/

https://nda.nih.goviniaaa/
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https://sharing.nih.gov/accessing-data/NIH-security-best-practices
https://sharing.nih.gov/accessing-data/NIH-security-best-practices

Restricted or Prohibited Parties

* In general, the term refers to individuals and entities

* Excluded from receiving federal contracts, certain
subcontracts, and certain types of federal financial
and non-financial assistance and benefits.

» Against whom certain restrictions, or prohibitions
are applied by the U.S. federal agencies, international
organizations, or foreign governments.

» U.S. federal gov lists are maintained by different agencies
and are publicly available.

Research Compliance
and Regulatory Affairs




Restricted or Prohibited Parties’ Screening

* Due diligence process to determine
whether any parties involved in a
transaction are listed on watch lists
maintained by multiple U.S.
government and international
agencies.

* Ensures that we are not doing
business with a party of concern.

* Conducted by different
offices/business units across Emory

Research Compliance
and Regulatory Affairs




Emory Departments/Offices
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Restricted or Prohibited Parties’ Screening

‘ Descartes™ Visual Compliance Research Edition™

CCL/ECCH ITARUSML Inventory RES Regulations Schedule B Rescurces Home

* Emory uses Descartes
VI S u a C O m p I I a n C e RESTRICTED PARTY SCREENING AUTHORITIES CONSULTED SANCTION PROGRAMS

REGISTERED USER: Rose Ndegwa, EMORY UNIVERSITY

L]
» Consolidates over 80 R AR S i AvTHORITIES
« Non-SDN Chinese Military-Industnal Complex Companies List [OFAC

s Military End User {(MEU) List [BIS]

L]
I I StS s Military-Intelligence End User (MIEW) List [BIS]
s (Office of Antiboycott Compliance (OAC) [BIS]

Sanction Programs-related Blocked Persons Lists

o C O n ta Ct EX O rt C O n t ro | s .5, Treasury Department Specially Designated Mationals and Blocked Persons, including Cuba and Merchant Vessels, Iran, Iraq and
Merchant Vessels, Sudan Blocked Vessels [OFAC]
. [ o Department of Treasury Specially Designated Terrorist Organizations and Individuals
Offl C e fo r h e I p W I t h o Department of Treasury Specially Designated Narcotic Traffickers and Narcotics Kingpins
o Department of Treasury Foreign Marcotics Kingpins

o Department of Treasury Sanctions Related to Significant Malicious Cyber-Enabled Activities
s .5, Treasury Department Foreign Financial Institutions Subject to Correspondent Account or Payable-Through Account Sanctions (the

L]
* AC C e S S to VI S u a | "chp-'ll—'r'qel;::g Elii'a;ﬂment Foreign Sanctions Evaders List (FSE-IR, FSE-SY) [OFAC]

. s 1.5, Treasury Department Sectoral Sanctions Identifications List (UKRAINE-EQ13662) [OFAC]
‘ O m I a n C e s United Nations Consolidated List
o The Consolidated List includes all individuals and entities subject to measures imposed by the Security Council.

s .5, Department of State
° E | t' & Malign PRC Companies on Major Indices.
valuating
' It
g General Services Administration GSA Federal Agency and Cause and Treatment Codes

UM Port Ban Vessels
OMM Vessels Blacklisted in Annex III of UN Resolution 2270 (2016)
UM Designated Vessels Pursuant to Resolutions 1718 and 2270
Mon-SDN Menu-Based Sanctions
L] L] L]
o I ra I n I n I n u S e Of « .5, General Services Administration List of Parties Excluded from Federal Procurement Programs [SAM/EPLS]
s .5, General Services Administration List of Parties Excluded from Federal Nonprocurement Programs [SAM/EPLS]
s 1.5, General Services Administration List of Parties Excluded from Federal Reciprocal Programs [SAM/EPLS]
S O ftwa re Law Enforcement-related Wanted Persons Lists
s Air Force Office of Special Investigations - Top Ten Fugitives
o Focuses on four prionties: to exploit counterintelligence activities for force protection, to resolve violent cnme impacting the fir

Force, to combat threats to Air Force information systems and technologies, and to defeat and deter acquisition fraud.
» Bureau of Alcohol, Tobacco, Firearms and Explosives Most Wanted

EMORY Research Compliance & Enforces U.S. federal laws and regulations relating to alcohol, tobaceo products, firearms, explosives, and arson.

e epafenchien and Regulatory Affairs s FBI Ten Most Wanted Fugitives

o Investigative functions fall into the categories of applicant matters, civil rights, counterterrorism, foreign counterintelligence,
organized cnme/drugs, violent crimes and major offenders, and financial crime.
» FBI Most Wanted Terrorists

a Nambm mllmmmd fmermeimbe bhmd haiem hmmem imdimmd ko mibbims Cmdmea] Temmd Tirmimm am somrime e st Aokl mmm e ks | lmibm A b Fme bl -
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